Two common and related misconceptions concern the idea that employees whose clearances have been suspended are, by definition, “bad employees.” One misconception is the idea itself; that the employees are bad employees. The other is an intimately-related confusion between discipline and security that blends and distorts assumptions about two processes which should be completely separate and distinct. Both of these misconceptions have been promoted by State Department management in recent communications with AFSA and directly with employees, in apparently gratuitous comments by senior officials in a variety of recent documents.  Unfortunately, several current factors contribute to the present blending of these processes, including a relative lack of Human Resources experience by the DG and the principals on his staff, and a lack of training and experience in DS, where five out of every six employees has less than five years of service.  
To address the first misconception first, it is necessary to ask what a bad employee is.  At the risk of sounding simplistic, we consider that a bad employee is the opposite of a good employee, and that good employees are identified primarily by the two principle methods used to recognize performance in the Foreign Service: promotions and awards. With that in mind, we must observe that most of the employees currently facing long term suspension or revocation of their clearances are not merely good employees, but excellent employees, who certainly fall in the top third or higher of the Foreign Service as a whole. The average rank of the group is FS-01 (roughly GS-15); most have been promoted several times through the ranks to the highest normal level of the service.  Most have received a number of awards, and many have large numbers (ten or more) of significant awards. Six of the employees who have had their clearances suspended or revoked during the past four years have received Department-wide (Employee of the Year) awards during their careers for excellence in their areas of specialization.  One received the Secretary of State's Award for Public Outreach after the initiation of his current, four- year-long, clearance suspension.  At least two have received the Secretary of State's award for Heroism (one received two such awards).  In none of the cases of concern to us was any allegation made against the employee which would directly relate either to performance or to any specific failure to protect national security.  Most have not received security violations.  In several cases, the suspension of the employee’s clearance occurred after HR specifically ruled that the allegation did not merit a disciplinary action.  By the standards normally used to determine an employee’s performance, none of the employees in cases of concern to us are bad employees. 

A point can be made that many of these employees have been the subject of allegations, and that, in most cases, the DS investigation leading to the suspension was initiated by some allegation of misfeasance. To this we respond by noting that in several of the cases of interest to us, including two of the longest-running current suspensions, no formal accusation was ever made against the employee.  In several cases, including one current case, allegations which had been made were proven false, or dismissed by HR for lack of evidence.  In several cases, including at least two current cases, initial allegations were dismissed by DS itself, and investigations continued into supposed related matters which have yet to be identified. And yes, in some cases, the employees involved were found guilty of some alleged offense, and disciplined; the worst case we know of involved a one-month suspension without pay.  We are able to list at least four current members of senior State Department leadership who have endured similar suspensions and continued to rise to their current positions, but privacy considerations prevent us from identifying them by name.  We will return, however, later in this essay, to the idea that an act meriting even a month’s suspension without pay (such as a single act of misuse of a government vehicle) defines an employee forever as being a bad employee.   

The second misconception, the blurring of security and discipline, is of greater concern to us, in part because it has led to a validation, by State Department management, of the first misconception.
We will start by stating that security clearance adjudication should have nothing whatsoever to do with either performance or suitability, both of which, by statute, are HR responsibilities and not DS responsibilities.  The HR Bureau has at least three legitimate mechanisms for addressing employee performance and disciplining bad employees or, if necessary,  removing them from service.  Untenured Junior Officers may simply be denied tenure, and terminated at the end of their temporary appointment period.  Tenured officers who commit crimes, violate rules, or who are found “unsuitable” by HR, may be terminated through the Human Resources disciplinary process.  Officers who fail to perform in a satisfactory manner may be separated by the Performance Standards Board. All of these mechanisms are legitimate means of removing unsatisfactory employees from the Foreign Service. The security clearance process is different, and should not be used for this purpose.   

Although the State Department currently improperly blends these processes, there are at least three important differences between the disciplinary process and the security clearance process. There is a statutory difference in purpose, there is a practical difference in focus, and there is a difference in intent.  

From a statutory point of view, the laws and regulations governing security clearances are clear that the purpose of a security clearance adjudication is solely to determine the ability of an individual to protect national security information. The process should not be used for disciplinary purposes, nor should the process focus on disciplinary issues. A security clearance adjudication must be based on a personnel background investigation conducted for the purpose of security clearance adjudication and that investigation must be objective, must make a good faith effort to collect a broad range of positive information as well as any negative information, and must be adjudicated in a manner which considers the whole person. In contrast, the purpose of the disciplinary process (based on 22 USC 3926 and 22 USC 4010), is to address “the conduct of employees” and promote “the efficiency of the service.” While DS is charged with investigating allegations, the statutes are clear that discipline is a HR responsibility and not a DS responsibility. 
From the point of view of focus, it is important to understand that a disciplinary process focuses on a specific act or action(s), while the security clearance process focuses on an individual.  For example, a person may inadvertently act in away that violates the rules. An act which violates the rules may merit disciplinary action even if it was accidental.  Most people would agree, however, that an accidental violation of a rule does not constitute clear evidence that a person, considered as a “whole person,” is inherently dishonest or malevolent.  The disciplinary process does not care what kind of person committed the act.  It simply addresses the fact that a violation was committed. In contrast, the security clearance process must, by definition, specifically focus on the person.  While the disciplinary process “sees” a violation of a rule as the focus of its efforts (focusing on the problem rather than the person), the clearance process must look at a violation not as the primary focus of its efforts, but rather as factor for consideration in its primary focus on the personality of the person involved (focusing on the person rather than the problem). In fact, although the issue has not arisen in any of the cases of interest to us, it is possible for an employee to be ineligible for a security clearance through no specific action of his or her own volition. Genuine such cases are rare, however, and are usually raised during an employee’s initial pre-employment investigation; such issues do not normally arise after the employee has already held a clearance for years. 
The differences in focus are, in a way, reversed when one looks at intent.  According to the Department of State’s annual instructions to supervisors, “a fair, efficient, and transparent discipline program” is a “key part of a talent management program.” “The purpose of an effective discipline program is to correct deficiencies in conduct and/or performance: we want all employees to succeed in their jobs.” In other words, the intent behind a disciplinary action is to remedy a problem, prevent it from recurring, and, in essence to teach the employee a lesson. The intent of a disciplinary action is to improve the conduct of the person, with the expectation that the disciplined employee will (usually) continue his or her career, having learned never again to commit the act which provoked the disciplinary action. It is an administrative tool for education. As we noted above, a number of very senior employees of the State Department have, at one time or another, been disciplined, and continued to enjoy extremely successful careers. The intent of a security-clearance adjudication is very different. There is no focus on teaching here, nor any thought to the continuation of a career. The sole intent of the security clearance adjudication is to prevent access to national security information by anyone who does not clearly meet the guidelines for access.  The expectation is that anyone who is denied a clearance will not be granted access, and will, in practice, be fired for cause. 

Because the result of a security clearance revocation is almost inevitably the termination of an employee’s career, most agencies take it extremely seriously. Both OPM and the DoD, which together account for more than 90 percent of Government security clearances, require that certain standards of evidence be met, and provide employees with a transparent appeals process that includes a hearing by an impartial administrative judge. The Department of State does neither. In fact, it accords far greater rights of appeal in disciplinary processes, or even in EER grievances, than it does in security clearance cases. 
Concerned Foreign Service Officers is extremely concerned by the blending of discipline and security, and the promotion of the idea that employees with suspended clearances are, by definition, bad employees. The current situation obviously contributes to a bias against such employees, and is a factor in the reluctance of State Department management to address serious problems in the way the Bureau of Diplomatic Security conducts its clearance adjudications. 
The issues also raise concerns about the nature of the disciplinary process itself, and about the effect of the process on the efficiency of the service. 

The disciplinary process is based on a schedule of penalties, which punishes improper actions based on written schedules and/or historical precedent. An important idea in the process, repeatedly upheld by the Foreign Service Grievance Board, is that punishment should be commensurate with the severity of the misfeasance. The purpose of discipline, as stated in a number of public State Department documents, is to promote the improvement of employee behavior and performance. When the process is allowed to bleed into the clearance process, so that disciplinary actions routinely result in security clearance revocations, it destroys the very ideas on which the system is based. It is analogous to punishing every crime by death in addition to the statutory penalty. For jaywalking, you get a ten dollar fine, and death. For shoplifting: a month in jail, and death. For stealing a car: a year in jail, and death. It throws into question whether anyone in current management has any idea of the purpose of the disciplinary program as mandated by law and regulation. 

One may also question the effect of the current situation on the efficiency of the service. Concerned Foreign Service Officers has documented that within the last several years, DS has routinely investigated and harassed dissenters, with particular attention to those who dissented or resigned in protest over administration policies or opinions. In looking at the qualifications and characteristics of those with current suspended clearances, we note, again, that these are not bad employees. In fact, many are among the best. They do, however, tend to be outspoken, and they do tend to be risk-takers, who are willing to think outside the box, and speak beyond “the message,” in performing their jobs. We have to ask whether the current abuse of the clearance system does not penalize such people to the detriment of the efficiency of the service. 
These latter ideas will be the subjects of other CFSO essays.

