Supposing that I have a kitchen in my house, and in that kitchen I have a set of knives. The presence of that set of knives in my house poses a risk. There is a real risk that, one day, in a fit of anger, I will grab a knife from my kitchen and stab every member of my family to death. That hypothetical risk posed by my kitchen knives is analogous to the risk factors that a security clearance adjudicator must adjudicate in a security clearance process. 
According to the regulations and to government-wide standards, this evaluation must be conducted using two sets of information, which are referred to as “mitigating factors” and a “whole person evaluation.” 

In the case of my kitchen knives, “mitigating factors” would be those facts which would tend to explain or justify the presence of the knives in my kitchen: I am an accomplished cook, the knives are designed for cooking purposes, it is common for anyone who cooks to use such knives, and in fact, such knives are commonly found in most homes and kitchens. 

A “whole person evaluation” would include all information that is known about me, to place the risk in the context of everything that is known: I have no history of violent behavior, I have never in my life attacked anyone with a knife, I love my family, I am emotionally stable, I have no history of mental illness, and again, I like to cook. All of my friends know that I am proud of my well equipped kitchen, that I like to entertain guests while I cook and that I have been known to show off to my guests the fact that I have the very best kitchen knives that money can buy. In fact, I took a course at a local cooking school to learn to carve vegetables into decorative shapes for garnishes. There may be some derogatory information as well, for example, I have received a number of speeding tickets over the years and was briefly arrested in college when a neighbor complained about a loud party at my fraternity house.      
When all of these factors are considered, and the good weighed against the bad, however, it becomes apparent that the risk of my suddenly using these knives to stab my family to death is low. As far as the risk factor “knives” is concerned, I am a good security risk. 
Now consider two investigations – one conducted by a trained personnel security background investigator, the other by a criminal investigator. 

The personnel security background investigator’s task is to objectively gather enough information, both positive and negative, to enable the clearance adjudicator to perform a “whole person evaluation.” His or her task is not to find derogatory information. Rather it is to gather all available information of any sort available that would create a true and complete picture of the “whole person” being considered for a clearance. If he or she were doing a good job, the investigation would reveal all of the mitigating and other factors described above, leading to above described finding that, with regard to the adjudication factor: “kitchen knives,” I am a good security risk. 
The task of the criminal investigator is different. His or her job is to selectively identify derogatory information that can be used to create and substantiate a criminal case against the subject. In the case of my knives, the usual report of the criminal investigator would look like this: “Subject has a lot of knives. Witness (A) states that subject is proud of his knives and likes to show them off.  Witness (B) asserts that subject is trained in the use of knives. Name checks reveal that Subject has a repeatedly been cited for misdemeanor violations of law and has a prior arrest for disorderly conduct.” Period. End of subject. That is all the criminal investigator wants to know.

That is all the criminal investigator wants to know, and that is all that the criminal investigator is going to put in his report. If an adjudication were based solely on this report, that would be all the adjudicator would get to see about me. In the absence of all of the other factors described above, therefore, in that situation, the adjudicator is going to, quite correctly in that context, decide that with regard to the adjudication factor: “kitchen knives,” I am a fairly high security risk. Clearance denied.

Until this point, this essay has been allegorical. Now let us look at what should actually happen in security clearance cases, versus what actually happens in the U.S. Department of State. 
What should happen in a security clearance case is that a trained personnel security background investigator should objectively gather information which would enable an adjudicator to make a whole person determination of the ability of an employee to safeguard sensitive information. Information should be gathered objectively, and there should be no other purpose to the adjudication than to objectively decide the ability of the employee to protect sensitive information. Should the investigation reveal derogatory information, it should be considered. And should the Department already possess derogatory information in its files, it should be considered. However, it should be considered only as part of a larger package, containing a full range of “whole person” information that is prepared exclusively for the purpose of performing a clearance evaluation. 
What actually happens is often very different. Most cases of interest to Concerned Foreign Service Officers begin with some sort of allegation of malfeasance, misfeasance or improper or unstable behavior. These allegations are investigated by DS agents trained to perform criminal investigations, and the goal of these investigations is to support a criminal indictment, or, failing that, a disciplinary action against the employee. No effort is made in such an investigation to gather a full range of information. In fact, no effort is made to perform the investigation objectively. As we have documented in nearly every case known to us, investigators use coercive interview techniques, threats, selective record-keeping, improper searches and seizures and other highly selective techniques to prepare the strongest possible case against the employee. When they succeed, an indictment is brought against the employee or a disciplinary process moves forward, the employee is often terminated, and the case does not become one of interest to our group. We agree completely that people who actually commit crimes or acts of serious malfeasance are not to be trusted with government secrets. Where we disagree is what happens when DS does not succeed in making a case strong enough to result in an indictment or a serious disciplinary action. What happens in nearly every case where DS fails to create such a case is that DS then turns to the clearance process, and abuses the system to seek to improperly terminate the employee by revoking their security clearance. We use the term “abuse” for two reasons: first because in most cases, the allegation initiating the case has nothing to do with national security or with the ability of the employee to protect information, and the sole purpose of a security clearance adjudication should be to determine that ability. Even when the investigation reveals the existence of an adjudication factor, that should not automatically lead to the suspension or revocation of a clearance. The fact of the matter is that tens of thousands of people throughout the Government and military correctly hold security clearances despite having cheated on their spouses, or having had a bad credit rating, or having failed to report a specific contact with a foreign national. Such acts, properly interpreted in accordance with government wide standards in terms of mitigating factors and whole person evaluations, should not automatically lead to the suspension or revocation of a clearance as they do in the cases that come to our attention. Secondly, and equally importantly, a security clearance determination must be made on the basis of a proper personnel security background investigation conducted for the purpose of that determination. The other half of the abuse routinely performed by DS is that this does not happen. Rather, the Report of Investigation of a criminal investigation is provided to the office of adjudications and a clearance determination is made solely on the basis of that report, and of stove-piped information directly related to that report. It should surprise no one that the adjudications in such cases nearly always go against the employee.

An argument can be made that the criminal investigation raised doubts requiring a review of the security clearance. This is, in fact, DS’s position in every one of these cases. However, in that event, as we have said before, DS should undertake a new and complete review of the employees “whole person” profile, by performing a complete and unbiased personnel security background investigation, and not simply undertake a new adjudication based solely on the stove-piped results of a criminal investigation into allegations of misfeasance. 

That is akin to simply saying: “this guy has knives and he knows how to use them,” with the obvious bias that such a statement would imply. It is unfair. It is improper. And it does not conform either to government-wide standards nor to the State Department’s own regulations. 
