Whenever DS speaks or writes publicly about security clearances, they state that DS  complies with government-wide standards.  Concerned Foreign Service Officers considers this a deliberate obfuscation of the facts, which takes advantage of the fact that most people do not know much about how the process is supposed to work, or how it really does work in the State Department and in other agencies like DoD and OPM. Our position centers on the difference between a standard, such as Executive Order 12958 or 12968, and the procedures used to practically implement the standards. Concerned Foreign Service Officers does not contest that E.O. 12958 and E.O. 12968 apply to the State Department, nor do we argue that DS does not superficially consider these standards in DS actions. We state, however, that DS does not follow the government-wide procedures used by other agencies to implement the standards, and has consistently failed to either implement or follow procedures which would ensure fairness and guarantee compliance with the standards. Additionally DS has also failed to establish Department-specific guidelines which would interpret those standards in light of the realities of State Department employment and Foreign Service life. Moreover, by failing to implement proper procedures and guidelines, they routinely render decisions which do not conform to the intent of the government-wide standards, even as they claim to follow them. 

By way of analogy, any consular officer who has ever adjudicated a visa understands the difference between “standards,” “procedures,” and “guidelines.”  

In the case of a non-immigrant visa, the government-wide standard that is analogous to E.O. 12958 or 12968 would be the INA, and for the purpose of this analogy, I will use section 214(b) of the INA, which says, in essence, that any applicant for a non-immigrant visa must overcome the presumption that he or she is an intended immigrant. That is the government-wide standard for admittance of a visitor to the United States, and, by the way, that is pretty much the entire standard – there is not a lot more detail to it than that. The standard is the same for the State Department as it is for the Justice Department, and applies equally (by reference) to consular officers and to immigration officials, and (in practice) to all agencies that deal in any way with granting or denying entry of a foreign visitor to the United States. The standard is absolute and unchanging, and does not depend on the situation at hand.

Because the standard is broad, and to a certain degree vague, each agency and post that deals with the issue has established procedures, which are administrative steps and management controls developed by each agency and post to promote uniform adherence to, and a common understanding of, the standards. The purpose of these procedures is to guarantee consistency and accountability in the handling of each case. At an agency level, the State Department has mandated that all consular officers everywhere should conduct mandatory personal interviews of first-time applicants, mandatory name checks in certain databases, mandatory physical examination of passports, and mandatory spot checking by a supervisor of randomly-selected cases. These procedures are further expanded upon at an embassy or post level, to take into consideration local factors. Individual posts may require the presentation of certain types of documentation, the use of specific scripts or test questions for certain types of interviews, or the assignment of certain cases only to language-qualified consular officers. These procedures are not the same government wide. An immigration officer at a point of entry may well follow a completely different set of procedures than a consular officer in an embassy would. There will be differences between agencies and offices due to differences regarding missions, resources, authorities, abilities, historical factors and political realities. But the procedures are generally (and should always be) written, recorded, and rigorously followed in all cases handled by a particular post or office.  

In addition to these procedures, the Department and Posts overseas also establish guidelines to further define the issue and to ensure that the circumstances specific to a given country, culture or group of people are taken into consideration when interpreting the standards. Guidelines are a way of ensuring consistent interpretation of the standard in light of local realities. They also provide an objective standard for measurement in case of a deviance or failure, i.e. serving as a guidepost against which to measure accountability. In the example of a non-immigrant visa application, State Department guidelines for a non-immigrant visa might include requiring an applicant to demonstrate “ties” to his or her home country, often further interpreted as property, employment, and family ties. Such a world-wide guideline will often be interpreted differently from post to post. A good salary or a high-value property in one country may be very different from a good salary or a high-value property in another. The importance of family relationships as a tie to a homeland may also differ between countries and cultures. 

Importantly, there is no legal requirement to adhere to any procedure or guideline. The only legal requirement is to adhere to the law or the government-wide standard. Thus monks, nuns, priests, and the children of prominent political figures, among others, are often granted visas to enter the United States, despite a complete lack of property ties, visible means of employment, or immediate family ties. A Consular Officer can assert, without any fear of contradiction, that a visa issued to anyone simply because the Consular Officer is convinced of the bona-fide non-immigrant nature of the visit has been issued in full compliance with the INA, which is the government-wide standard. However, if a Consular Officer issues a visa ignoring the specific procedures and guidelines by which the Department interprets the standard, then if something goes wrong, the Consular Officer will be held accountable. And you can be certain that any issuance that is not in compliance with the procedures will be singled out by OIG and DS for special attention, and the issuing officer at least asked to explain the circumstances. 

Now let us return to DS, and to its claim that it follows the Government wide standards. DS does apparently adjudicate cases with reference to the Executive Orders referenced above. At least, they reference those standards in their adjudications. In the cases of interest to us, however, DS does not follow most of the procedures used by OPM and DoD (which together perform more than 90 percent of government-wide clearances) to implement those standards or to interpret them in real-life terms. Areas of particular concern include the fact that DS often adjudicates security clearances based solely on the findings of narrowly focused criminal or disciplinary investigations, rather than on the complete personnel security background investigations used by other agencies. The problem here is that criminal and disciplinary investigations focus on simply proving that an event or action occurred, while the purpose of a security adjudication is to determine whether or not, and if so, how, a given action or event might increase the risk that a person will fail to protect government secrets. DS investigations focus only on an action or event, whereas a proper personnel security background investigation focuses on a person, in order to allow a “whole person adjudication.” Because these types of investigations, and indeed, mindsets, are so different, OPM and DoD use specialized and specially-trained background investigators to perform their investigations. DS does not do so. DS routinely uses investigators trained only in the performance of criminal investigations. OPM and DoD have transparent processes for appeal, which publish their proceedings and decisions. The State Department does not. Moreover, OPM and DoD appeals are adjudicated by an impartial administrative judge, while State Department appeals are adjudicated by a panel of three people, all of whom have some direct relationship to the DS chain of command. Moreover, OPM and DoD rely on a body of knowledge, precedent and definitions established by their open appeals process to substantiate adjudications. The State Department makes the technically true statement that DS is not bound by this body of precedent. Yet DS has yet to establish written guidelines for interpretation or definition of basic terms and evaluation factors within the Foreign Service context. What, for example, is the definition of “foreign preference?” In at least one case we know of (see the September 2005 Foreign Service Journal), DS expressed concern over the fact that a Russian-speaking FSO had bid consecutively on three Russian-speaking posts. Does bidding on an overseas post, or studying a foreign language, constitute an unacceptable level of “foreign preference?” This sort of question should be clarified, in writing, and with consideration to the mission of the State Department, in agency-specific guidelines for adjudication.  Last but certainly not least, OPM and DoD require a standard of evidence for revocation of a clearance, while the State Department insists that no evidence whatsoever is required.

Internally, the current lack of procedures and guidelines result in the fact that virtually identical cases, with virtually identical factors, are routinely adjudicated with different results. DS adjudications are arbitrary, capricious, and often heavily influenced by personal bias. Externally, one result is that there are a number of cases known to us where FSOs have been stripped of a clearance by DS, but continue to hold, or are even later awarded, clearances by other agencies, including at least four cases of active-duty or reserve military officers who hold the highest possible clearances from the military but whose clearances were suspended or revoked by DS. Clearly DS is not applying the standards in the same way as other agencies are applying them.

So, do government-wide standards apply to the State Department? Of course they do.  Is DS following government-wide procedures to implement these standards? Not by a long shot. 

Concerned Foreign Service Officers has repeated called for DS to establish, follow and publish procedures and guidelines for the adjudication of security clearance cases. Failing that, we urge DS to at least follow the procedures used by DoD and OPM, rather than arbitrarily deciding cases based on the experience, bias or prejudices of each individual adjudicator. 

