Review of the Bureau of Diplomatic Security’s Revocation Process for Security Clearances

OIG Report ISP-I-06-43 of Sept 2006

Recently, the State Department’s Office of the Inspector General conducted a review of the Security Clearance Revocation process, in direct response to allegations made to OIG by Concerned Foreign Service Officers. The review did not substantiate our assertions concerning the root causes of the obvious problems in security clearance cases. Given the complexity and opacity of the process and the superficiality of OIG’s review, we are not surprised. 

The security clearance process is complicated, requiring coordination between a number of offices in DS, between DS and other Department of State Bureaus, and between the State Department and other agencies. Much of the process is compartmentalised; information on specific actions is limited to those “with a need to know.”  Much of the information is classified, and access to the information controlled by the originating office. 

Allegations of bias and misfeasance in any large bureaucratic system are difficult to prove even when there is complete cooperation and a desire to expose the truth. When that desire is lacking, when all information is controlled by the office accused of misfeasance, and when the revelation would prove embarrassing to the agency involved, it can be impossible to prove such assertions even in much simpler processes than the one covered by the recent OIG report.  

It is clear from the methodology described in OIG’s report that OIG seems to have made no attempt to conduct a serious inspection. They did not interview most of the witnesses we identified. And the methodology described in their report could have been predicted from the outset to fail to substantiate our allegations. 

According to the report, OIG reviewed all closed cases closed between January 1, 2000 and December 31 2005, but they only examined the Reports of Investigation (ROIs) and adjudicator’s summary reports and the selected  supporting documentation  routinely attached to the final ROI).  This documentation constitutes what is frequently called a “final package.” It is the prepared final product of the process, and is always carefully crafted to substantiate DS’s position. (In fact, one of our specific assertions is that, in reviewing this final package, DS senior management has been more concerned with the crafting and internal integrity of the final package than with whether or not the package represents the facts). According to the OIG report, the ROIs were reviewed to ensure that they did not include personal judgments. OIG also reviewed “timelines” and “procedures” for 22 open cases. These superficial actions could not possibly have been expected to substantiate our allegations. 

Concerned Foreign Service Officers did not merely allege the issues enumerated in OIG’s report, we also clearly told OIG how we believe these improprieties were achieved. We did not say that ROIs included personal judgments by DS agents. We said that files contained notes expressing personal judgments, and that recommendations for discipline (not security clearance adjudication) sometimes included these agent notes.  More importantly, we said that investigating agents selectively recorded derogatory information and failed to record positive or potentially mitigating information. We said that the basic source information was further selectively presented and distorted in ROIs, and that these flawed ROIs then formed the basis of flawed adjudications.  We also said that the adjudicators failed to consider all available “whole person” information in making their decisions.

Specifically, in a letter of March 20, 2006 to Inspector General Howard Krongard, we stated: “In such cases, DS/PSS/ADV case files may appear to show a reasonable progression of actions and decisions. Nevertheless, the case will have been biased either by, or as the result of, omission, either of exculpatory information deliberately omitted from the investigative results; or of other facts omitted from the file; or through failure to consider other information sources which should have been considered; or by failure to reject core assumptions which should have been rejected based on facts available. Any of these factors could also indicate procedural problems which would prevent necessary sharing of information between different elements of DS. Investigation of DS/PSS/ADV files alone will probably not identify these procedural flaws, especially because omission of information can only be understood when that information is already known to the reader.”  

In an effort to clarify this assertion, in a meeting on  May 10, 2006 with OIG inspectors Ruth McIlwain, Karen Holcomb and Gwendolyn Llewellyn, we walked the inspectors through three open cases, in order to clearly identify to OIG the types of documents, actions and processes that should have been considered by DS investigators at different stages in their investigation but were not, and to describe an investigative path for OIG to follow which would substantiate our assertions. The report clearly indicates that OIG did not follow the investigative path we recommended to them.      


The essence of Concerned Foreign Service Officers’ complaint is that important information necessary to an understanding of the facts and to the consideration of the “whole person” does not find its way into Reports of Investigation, and is not available to adjudicators when the perform their adjudication. Obviously then, if our assertions are true, the methodology described in OIG’s report -  a review of only the ROIs and adjudicators summaries - could be predicted from the outset not to reveal the actions we allege.

As we told OIG directly, the only way to investigate our assertions would be to review source material (raw reports of interviews and documents submitted by the subjects of interviews) and, ideally, to re-interview some of the sources of that raw source material, then compare the findings to the final ROIs. Towards this end we provided OIG with names of people who had alleged that DS agents had either conducted coercive interviews or who believed that DS had not recorded positive information they had provided to DS agents. OIG did not interview the witnesses whose names we provided and, according to the methodology described in their report, did not review raw interview data. Moreover, it should be obvious that the evidence of our assertions would be clearer in open cases than it would be in closed cases, which would, quite obviously, have been “cleaned” as the cases were finalized and archived. OIG looked at the finished product in closed cases, and at the selected documentation included in the finished product to substantiate DS’s assertions.  They did not interview the witnesses identified to them. And they stated that they only reviewed the timelines and procedures of open cases. 

Importantly, despite the fact that OIG’s review did not substantiate our assertions, their report provides evidence of substantial sloppiness and inattention to procedures - that could conceal the acts of bias we allege - and of selective file management techniques which would facilitate or conceal such actions. Specifically, OIG noted that:

“Although the closed cases OIG examined included key information supporting the facts of each case [as recorded in the final adjudicator’s summary] the files were not properly organized or maintained.”

Some DS/ICI (investigative) reports “were not dated or did not show the appropriate unit supervisory review and approval, which is need to establish that the report was complete.” 

“None of the files examined were in chronological order or contained a tracking worksheet.”

The report also describes the fact that two different computer systems used by DS in this process cannot communicate directly with each other, and that in order to pass information between offices of DS, users of each system selectively stored information in shared files on each other’s system. 

All of these factors could contribute to the errors in analysis, failure to consider information already in hand and concealment of interview information we described, as well as to the difficulty of corroborating acts of bias or malfeasance. 

Additionally, while OIG confirmed that security clearance cases are frequently delayed by referral to outside agencies and by repeated investigation of additional allegations, their inspection apparently did not make any effort whatsoever  to address our assertion that referrals are made, and investigations initiated, without reference to facts already on hand or to consideration of risk management principles. Actions which could delay the resolution of cases by months or years are not vetted for reasonableness, severity or relevance of the allegation provoking the action. 

Most importantly, the observations which formed the basis of Concerned Foreign Service Officers’ complaint to OIG the improprieties independently noted by Concerned Foreign Service Officers, by numerous attorneys, by AFSA and by some congressional interlocutors remain clearly evident to anyone who wishes to observe them.   Such demonstrable improprieties as reliance on statements contradicting publicly available information, statements in “summaries” unsupported by the documents allegedly summarized, misstatements or “invention” of regulations, continued repeated complaints that exculpatory evidence provided to agents is not recorded in reports of interviews, and continued repeated complaints of coercive or otherwise improper interview techniques, obviously have causes within the process. We continue to assert that problems which can be demonstrated across a broad range of cases must be considered symptoms of problems in the way security clearance reviews are conducted.  Whatever the disease may be, the symptoms are obvious for all to see. 

We regret that OIG’s report did not substantiated our assertions concerning the causes of these symptoms, but we continue to believe that our assertions are correct. Moreover, if we are wrong in our assessment of the causes of these improprieties, then they must logically result either from individual acts of misfeasance, un-noticed or unpunished by DS management, or by some other failure of management. In any event, no matter what the underlying cause of these serious symptoms, they must be corrected.
