DGHR COULD EFFECT POSITIVE CHANGE IF DGHR WOULD:

Exercise the authority given to the Director General of the Foreign Service. Ensure separation of functions. Limit DS interference in functions under HR authority. 

 

Refuse to play if the game is rigged. The presumption of DS integrity is a procedural, not a legal requirement.  DGHR, ideally in dialogue with AFSA, could establish minimum standards for evidence, completeness and reasonableness for cases which DGHR adjudicates or sees in the SAP, and insist that DS comply with them. At a minimum, these standards would insist upon complete compliance with 12 FAM 220 and 230 and with Federal Standards of Evidence. A checklist could be devised showing certifying that these minimum requirements of investigative integrity have been met. 

In the SAP, refuse to support security clearance revocations based on non-compliance with unpublished regulations. HR should also refuse to discipline employees for non-compliance with unpublished regulations. While ignorance of published regulations may not excuse improper actions, the Department has a responsibility to attempt to inform its employees. Employees should not be held accountable for "regulations" known only to DS. 

In the SAP, refuse to support security clearance revocations based on non-compliance with regulations where substantive responsibility for compliance lies outside the employee's control (e.g. failure to file a specific document in a situation in which an employee is merely required to notify an RSO, but the RSO is required to file a specific document). Refuse to discipline employees for non-compliance with regulations in such situations 
Urge DS to reduce rather than completely suspend clearances. The law allows for reduction of clearances and a person with a confidential or secret clearance is more useful to the Department than a person with no clearance. 

 

Separate Discipline from Security. The fact that someone has committed an act meriting disciplinary action does not automatically make that person a risk to national security. 

  

Take back the suitability function accorded to HR by 12 FAM 232.3. It may be tempting to allow suitability decisions to be made by a DS office that is exempt from EEO and other regulations, but it is not in the interest of the Foreign Service that this occur. Accept data from DS ROIs (if they meet standards) but refuse to accept DS recommendations for suitability. Reserve for HR the sole right to make such determinations without DS influence.

Limit disciplinary cases to disciplinary matters. Refuse to accept for consideration any material not germane to the disciplinary matter at hand. Similarly, in the SAP, the DG should not accept resurrection of resolved past disciplinary matters in an attempt to aggravate treatment of current unrelated security allegations.
Require DS to provide evidence in support of its assertions. In both disciplinary and security cases, the burden of proof is on the Department. 

In the SAP, ensure that DS has met its responsibilities for security clearance cases.  The SAP should require DS to produce evidence of consideration of the whole person. It should require that cases be written in a manner that indicates which positive information and which negative information was weighed in making a whole person decision. Additionally, the SAP should ensure that DS has met its responsibility to allow the employee to answer and attempt to refute all allegations. The SAP should not tolerate the introduction of last-minute additional allegations into SAP proceedings.

Act responsibly to require DS accountability.  During HR status reviews of pending cases, require more specific information identifying action offices and reasons for delays. When cases are referred to outside agencies, require explanation. Establish control mechanisms to spot check accuracy of DS assertions. Where the SAP has identified problems in ROIs or evidence of DS bias or malfeasance, the SAP should require evidence that these issues have been corrected or advise OIG of its findings. Where individual malfeasance by a DS agent can be identified, the SAP should refer the matter to OIG for follow up. HR should ensure that accountability, proper management reviews and oversight are included as rating factors for DS management-level employees.

Make SAP deliberations more transparent by recording deliberations along the DoD model. DoD security appeal (e.g. DOHA and ISCI ) deliberations are recorded as public documents and clearly indicate both the positive and the negative factors that were considered. 

Clarify the issue of "doubt" in the security clearance context.  Doubt has a legal definition which requires that the Agency present evidence to support its position, and not merely express doubt. The SAP should require compliance with the established legal practice of the larger security clearance community (e.g. DoD and OPM).

Review the policy of firing for cause employees who fail to maintain clearances, particularly if loss of clearance is due to medical factors, changes in DS practices, or other factors beyond the employee's control, or if the employee has only a short period to serve before retirement eligibility.

Work with AFSA to develop mechanisms to limit tangential damage to employee lives, morale and careers resulting from clearance suspensions. For example, where employees have been low ranked because clearance suspension prevents assignment to positions commensurate with rank, such low rankings should be automatically purged without requiring appeal. Untenured employees should not face failure to receive tenure because their period in security limbo prevents them from meeting tenure requirements. Employees in long-term limbo should be allowed to take training at FSI where such training would either advance their careers or enable them to seek jobs outside State. 
Employees in security limbo should not have less access to the building or fewer rights than other uncleared employees. HR should promote a culture based on respect, the presumption of innocence unless proven guilty, and the assumption that an employee should not lose all credibility and respect the moment he is the subject of an allegation. 

Embrace Diversity. It does no good for the Department to encourage diversity in recruiting if DS is free to confuse ethnicity or religion with loyalty, or sexual orientation with mental instability. Investigations and adjudications are further biased if personnel involved are ignorant of basic social/cultural institutions and norms of minority communities, of U.S. laws (e.g. INA) and of frequently encountered foreign laws (eg laws affecting dual citizenship). HR should establish, test for and enforce minimal training and knowledge requirements for DS that address these issues. Moreover, HR should review current diversity training for the agency as a whole, to ensure that such issues are specifically addressed. 

Review DS position descriptions. PDs should require not only training in investigative techniques, but also in all other subjects relevant to the specific tasks of a DS employee. Ambiguities concerning areas of responsibility (e.g. suitability) should be addressed. Hiring requirements should be refined to reflect that DS is not merely hiring police officers, but also investigators or adjudicators of matters in complex international areas. The standards should be closer to those of CIA CI officers than to LAPD detectives.   

DGHR SHOULD REQUIRE MED TO:

Cease making medical determinations without medical examination.

Cease maintaining medical records in unofficial administrative files.

Limit M/MED determinations on suitability to purely medical issues.
