The following are some detailed comments and observations concerning key issues in the process.  They are presented in no particular order, but simply in order to convey certain key and complex issues in greater detail than is provided in the talking points.  

BLENDING OF  DISCIPLINE AND SECURITY:

Within the past few years there appears to have been a significant blurring of what should be a very sharp and distinct line between discipline and security. Despite clear separation of these functions in regulation and in law, cases which are clearly purely disciplinary cases are currently being treated as security cases; security cases which have no conceivable disciplinary aspect are currently being regarded as potential disciplinary cases; and DS files referred to HR for disciplinary action are being salted with unrelated security allegations in an effort to aggravate the charges. There is also evidence that past, resolved, disciplinary matters, which have been properly purged from employee HR files, some of which were resolved in the employee's favor, are being revived by DS years later to bolster unrelated alleged security infractions by creating the appearance of a pattern of misconduct or disdain for regulations. Finally, there is confusion over the difference in adjudicative purpose between disciplinary cases and security cases. All of these actions would undermine the goal of the Department's disciplinary process, and would violate the regulatory requirement that security clearance actions not be used for disciplinary purposes. The purpose of a security clearance determination should be to decide the apparent ability of an employee to safeguard information. Period. That is the sole purpose of the security clearance process. The purpose of the disciplinary process is to punish alleged infractions and to prevent their recurrence. It is based in part on a principle that the magnitude of the punishment should not exceed the magnitude of the infraction and implies the expectation that, once punished, the employee should be allowed to resume his or her career; protecting the Department's investment in employee training and allowing the department to benefit from the employee's experience and skills despite a momentary lapse in judgment or comportment.   These ideas are completely swept aside when DS is allowed to revoke a security clearance for grounds which have nothing whatsoever to do with the employee's ability to protect national security information or when HR allows a disciplinary adjudication to be influenced by unrelated factors improperly included in the file.  The blurring of lines has also led to a tolerance for improprieties in security investigations, apparently based on confusion between the goals of disciplinary versus security investigations. In short, the goal of a disciplinary investigation is to determine whether or not a given event occurred. The sole purpose of the investigation is to show that the event occurred, in order to allow the Department to discipline the malefactor if necessary. On the other hand, the goal of a security clearance investigation should be to objectively gather as much information, both positive and negative, as possible, without biasing in any way the collection process, in order to allow an adjudicator to weigh the largest amount of information possible in a whole-person determination of trustworthiness. What we have seen in recent years, with apparent SAP acceptance, is a shift away from that idea toward the idea that security clearance investigations are like disciplinary investigations, and that the sole objective is to prove that one or more events occurred which could, if not counterbalanced by positive information, preclude a clearance. This has led to tacit acceptance by the SAP of cases in which improper investigations improperly biased the adjudicative process, or in which whole person adjudications were apparently simply not conducted.  HR should seek to un-blur these lines and clarify the distinctions between these processes. 

SWAMPING OF THE SUITABILITY FUNCTION:

Just as lines have been blurred concerning the difference between discipline and security, so too has there been a recent blurring of lines of authority and responsibility regarding the suitability function. There seems to be an extraordinary degree of confusion regarding the authorities granted to different offices within DS, HR and M/MED. 

According to the FAM (12 FAM 232.3), Suitability decisions are in the purview of HR. DS/PSS's sole role in the suitability process is supposed to be to conduct impartial and objective investigations and provide the impartial results of those impartial and objective investigations, impartially, to HR for adjudication.  The role of DS is to investigate allegations of security or intelligence-related activities, or criminal misconduct by employees, and NOT to adjudicate suitability. In practice, DS investigations are often demonstrably biased, and the results provided to HR already contain DS recommendations for action. HR routinely accepts these recommendations and rarely challenges them. In several cases (including several pending cases) it is clear that DS has played/is playing, the lead role in adjudicating alleged suitability cases. Furthermore, DS routinely suspends or moves to revoke clearances based solely on alleged suitability issues, rather than on the basis of issues affecting national security. HR should move to take back the suitability function, and to limit DS's role to conducting fair and objective investigative results for HR to adjudicate.   

LACK OF ACCOUNTABILITY:

In the United States, one basic principle of Justice is that people who occupy positions allowing them to make decisions affecting other people’s lives are held to high standards. Judges, teachers, doctors, police officers and yes, even politicians, are all held to high standards of conduct, knowledge and competence. DS investigators and adjudicators are no less in a position to affect lives than are policemen and judges. Their actions and decisions can end careers, change lives and have, in fact led to at least one suicide. They should be held to the highest standards of conduct, competence and professional knowledge. This is not the case. Too many cases evidence ignorance, sloppiness, bias, or other low standards by DS investigators and adjudicators. Most of these problems are due to a lack of oversight and lack of accountability, complicated by opacity and compartmentalization, in which HR is complicit.

Lack of oversight and opacity leads to all sorts of opportunities for confusion, misfeasance, bias, delay and abuse, at all levels of the system. Fundamentally, internal controls come down to oversight and transparency, and the absence of these factors allows the absence of internal controls. At the highest levels, DS has failed to take any action regarding direct complaints of malfeasance even when names and considerable details are provided by the complainant.  At lower levels, all sorts of sloppy work, misstatement of facts, incomplete actions etc are routine. Even at the appeal level, no effort is made to double-check work or accuracy. This is precisely the opposite of the Department of Defense model, where investigations are conducted according to specific guidelines and are carefully monitored, and where appeals to the DOHA and ISCI  are conducted by impartial professionals and are matters of public record.  Using its position on the SAP, as well as its roles in the hiring, position description, performance evaluation and retention processes, HR should seek to apply to DOS security clearance decisions the same transparency of investigation, adjudication and appeal that is found in DoD cases.   

Lack of Objectivity in the Conduct of Investigations and Adjudications: 12 FAM 221.7 states that investigations are supposed to be conducted fairly and objectively. This is particularly essential in security clearance cases, where investigators are required by government-wide standards to objectively gather both positive and negative information in order to support a balanced whole-person evaluation. In many cases, DS investigating agents ask leading questions, distort answers to questions asked, threaten witnesses (especially foreign nationals or foreign born spouses) and otherwise attempt to lead or coerce testimony in an obvious effort to lead the investigation to a predetermined conclusion. In these and other cases, investigators fail to record exculpatory statements and have even purged from the record preexisting information when that information was shown to be exculpatory.  12 FAM 221. 7.b. states that “investigators conducting personnel investigations shall not employ any techniques in violation of law, such as unauthorized intrusions on private property or other activities proscribed by law.” Failure to abide by 12 FAM 221.7 guidelines should be treated like any other violation of regulations and investigators who perform biased investigations should be held accountable. In several cases, DS investigators have seized private property without a warrant, and conducted other acts which would be criminal in a judicial investigation. These improper investigative techniques are supplemented by improprieties in the drafting of reports of investigation. ROIs often contain distortions of material facts that differ even from the source documents collected during the investigation. ROIs contain misrepresentation of regulations, either misquoting what is in the FAM or in some cases, adding whole sentences not found anywhere in the regulation being 'quoted" In several cases, ROIs refer to regulations that exist only in draft form within DS and have yet to be reviewed by Department authorities (OIG, L, other affected bureaus) much less published. ROIs frequently exclude exculpatory information even when such information can be found in the source documents developed by the investigation.  These distortions are often further distorted during extraction in executive summaries or SAP reports. HR should be alert to this possibility and prepared to challenge investigative findings.  When HR or the SAP detect willful distortions in ROIs or observe such obvious signs of fraud as the cutting and pasting of  “witness’s” “testimony,” so that several alleged witnesses are alleged to have said exactly the same thing, verbatim, right down to the typographical errors, HR should accord these acts the same status as would be the case with willful distortions or fraud in any other official document.    

The Individual Case Excuse: One key component of the lack of accountability, and the most common excuse used to justify management failure to investigate acts of misfeasance or malfeasance by DS Special Agents in the conduct of their duties, is the "Individual Case Excuse," in which management refuses to investigate complaints using as an excuse the assertion that management will neither discuss nor evaluate individual cases. DS, HR and M have repeatedly deflected criticism of actions by DS agents by stating that they do not discuss individual cases. Even where patterns have been noted across numerous cases, as was done by AFSA in a recent letter of complaint to Undersecretary Fore, these patterns have been treated as being collections of individual cases, and the Department has refused to discuss them based on the assertion that it does not discuss individual cases. This “defense” is disingenuous at best. When DS or OIG investigates a consular officer, they look at the cases adjudicated by that officer. Even though the OIG or DS agent has no legal or regulatory authority whatsoever to adjudicate or change a decision by a consular officer, management officer, budget officer or GSO, they routinely examine cases of individual decisions, because that is where the evidence is. They locate, reopen and analyze files pertaining to individual decisions by the officer under investigation and try to understand how these decisions were reached, and whether the process of reaching this decision was objective or biased, because in order to investigate an allegation, it is necessary to analyze individual case files. In order to examine claims of malfeasance by DS investigating or adjudicating agents, it would also be necessary to examine case files. And, exactly as would be the case with a consular matter, would be necessary to do so with guidance or information provided by the complainant, in order to identify areas where key information may have been omitted, distorted, or falsified. When the Department refuses to reopen or reexamine individual DS case files, what they are really doing is refusing to examine, or even search for, evidence of malfeasance by DS agents.  The refusal to examine individual cases amounts to a blanket refusal to investigate or to take seriously any complaints of malfeasance by an entire class of DS employees. HR should not be complicit in this blanket exemption from accountability. Lack of accountability and opacity combine with the obvious reluctance to investigate improprieties in investigations, to contribute to an institutional culture in which ethnic, religious and other bias is tolerated and even tacitly approved. An institutional culture in which the main objective is to “get your man” irrespective of the methods or motives is not compatible with any principle of fairness, objectivity or justice.  When confronted (in its roles related to discipline and the SAP) with allegations of abuse by investigating agents or adjudicators, HR should insist on objective investigation of these claims by OIG, to include evaluation of evidence found in individual cases.    

Exoneration should be considered an acceptable outcome of an investigation. Cases of exoneration should be accorded the same PR profile as cases involving wrongdoing and agents who exonerate employees from spurious allegations should be accorded the same professional recognition as agents who prove wrongdoing.  HR should evaluate DS rating and promotion practices to ensure that agents who exonerate employees of allegations against them are accorded the same professional respect as agents who allege support for such allegations.     

FAILURE TO MEET THE BURDEN OF PROOF

In cases before the SAP, the Department has claimed that it has no burden of proof in Security Clearance cases.  All too often, DS justifies its actions by stating that all doubt should be resolved in favor of the government; implying that doubt is merely the concern that a certain factor is conceivably, potentially, imaginably, possible. However, according to the relevant case law, the government has the burden of proving controverted facts (ISCR Case No. 97-0016), and doubt is a legal term having a specific legal meaning that is much more restrictive than the mere imaginary possibility of an event occurring.  In general understanding throughout the “security clearance community,” the government is required to present substantial evidence to meet its burden of proof. (ISCR Case No. 01-20700) Only after the government has met its burden does the burden shift to an applicant to present evidence of refutation, extenuation, or mitigation to overcome the case against him. Doubt, in the legal sense, is that portion of the EVIDENCE which is not sufficiently mitigated by the employee's rebuttal. In numerous DS cases, demonstrable facts are ignored and decisions are made based exclusively on unsubstantiated allegations. Unsubstantiated allegations are not “evidence.” The SAP should not allow DS to revoke clearances based on unsubstantiated allegations. Furthermore, wherever facts contradict unsubstantiated allegations, DS should be held accountable to give greater weight to factual evidence than to unsubstantiated allegations. 

LACK OF TRAINING:

Clearly, the many improprieties in DS cases and the examples of bias, ignorance of laws and regulations, and inability to perform basic research also indicate training failures. Under current procedures, investigator ignorance and bigotry (a derivation of ignorance) can easily distort any phase of an investigation or adjudication. Demonstrably, cases have been initiated, expanded, and referred to outside agencies solely because an agent was ignorant of commonly known and understood facts, which would have rendered an allegation false or unlikely on its surface.  The skills necessary to catch a thief or a murderer are sufficient if your goal is to catch a thief or a murderer. If your goal is to understand, or even to objectively gather information regarding a Foreign Service Officer's actions in a complex international setting, then additional specialized knowledge is required. The autonomy accorded individual agents combines with compartmentalization and lack of accountability to greatly increase the effects of ignorance or bias by even a single individual.  DS/PSS employees should be better trained in EEO, civil rights, constitutional law and other issues, and should also be given some basic introduction to the State Department's mission, administrative norms, filing systems, etc before they are allowed to perform jobs affecting other people’s lives. It is not enough to simply train DS agents to be tolerant of other people's differences. They should be given specific training in such areas as social norms and institutions of minority groups, laws and regulations affecting citizenship and nationality, and other very specific factors related to the assessment of the normalcy of a given situation. A DS agent investigating or adjudicating clearance cases should know, for example, that the child of two American citizens, born in a foreign country, is still an American citizen by birth. They should know which major (top 5) American Jewish, Moslem, Catholic or Bahai institutions are political in nature, and which are strictly religious in orientation. They should be familiar enough with Government filing systems to know what does and does not go in a personnel file. They should know, for example, that a degree of sexual experimentation or confusion may at some point be normal in people unsure of their sexual orientation or that certain types of behavior, perceived as unusual or erratic to some social groups, may be very normal to other groups. This type of knowledge should be incorporated into position descriptions and promotion precepts. If you are going to give a DS/PSS agent life-or-death authority over another person's career, the least you can do is require him or her to have and to demonstrate a depth of knowledge which most people would consider essential to making such decisions.     

TIMELINESS:

The length of time used to carry out security clearance investigations destroys lives. It destroys careers, forces employees to liquidate their life’s savings, forces whole families to put their lives into limbo pending the results of DS’s investigations. It also wastes hundreds of thousands of dollars per case, as employees who could be doing the work they are trained to do are forced to do make-work, or no work at all. 

Although there has been some reduction in DS's backlog in recent months, the average DS security clearance investigation (of adverse action cases) still exceeds three years. Several of the current cases have run for three years or more without even an ROI being written. In many cases requests for document reviews or other actions related to the employee response or appeal process have been delayed for months by apparent internal miscommunication within DS (nobody knowing whose turn it is to act).  In other cases, delays have been caused by referrals to outside agencies which in retrospect could have been avoided - referrals were made without any evidence that the referrals were necessary. The length of these cases destroys employee lives and careers and results in the waste of hundreds of thousands of dollars of U.S. Government resources. The destruction to employee careers virtually guarantees that even if the employee is completely cleared and has his or her security clearance restored, the Department has lost most of its investment in that employee, who will most likely leave the service at the earliest practical opportunity. Even where the employee stays, the long period of absence from the employee's primary profession can severely handicap his or her ability to perform satisfactorily (e.g. a communicator who is not able to keep up with all the changes in programs and technology which occurred during his/her period of limbo, or an employee whose language training is forgotten as a result).  The issue of timeliness is complex, and has roots in the failure of DS to apply risk management principles to initiating investigations, failure to conduct basic research early in the investigative process, compartmentalization, and failure to assess the validity of referrals to other agencies, as described below.  HR is complicit in not questioning these factors.

Compartmentalization: Failure of different sections of DS to share information between themselves or with other elements of the Department (e.g. HR) hampers the “whole person” review mandated by Security Clearance Adjudication Guidelines and aggravates factors contributing to the length of investigations. By contributing to failure to consider information already in Department files and failure to properly vet outside referrals (see below), improper compartmentalization is one factor contributing to the extraordinary length of time involved in DS investigations. HR should review the reasons for lack of communication within DS and evaluate the rational behind the degree of compartmentalization involved.   It is also clear that in many cases, processing of cases is delayed by the simple fact that DS management itself does not know the true status of the case. Repeatedly, AFSA and other attorneys contacting DS to determine status of cases have been told information that they know to be incorrect, such as "DS is waiting for a pending action by the employee" when the "pending" action was completed by the employee months earlier.  HR receives progress reports from DS, but those reports rely almost entirely on information gathered and provided by DS. Since that information is often demonstrably unreliable, we feel that HR should become more proactive in developing mechanisms to track cases that would capture the office or individual responsible for delays in each case. HR should know "in whose court the ball lies" at each stage of each case.  DS failure to keep track of cases should be treated as a management failure, and addressed as such in EERs and other evaluations.  

Failure To Consider Information Already In Department Files: DS routinely follows a policy of “investigate first and ask questions later.” While there are a limited number of very unusual situations in which this would make sense for operational reasons, there have also been many cases where DS has conducted lengthy investigations into matters which could be rebutted by a single, incontrovertible fact, which could have been available to DS at any time had they only asked for it, or revealed the issue they were investigating. Moreover, even if some operational reality would preclude revealing the topic of the investigation to the subject, nothing should prevent DS from reviewing information it (or other Department offices) already possesses during the very first phase of the investigation and before undertaking a full blown, expensive and time-consuming investigation of the sort that has now become routine. In many cases, information already in the Department’s possession could explain or rebut an allegation without the need for further expenditure of resources. In other cases, information already in the Department’s possession could guide the investigation along a more efficient course. Procurement officials are required by law to consider pre-existing Government inventory prior to initiating any procurement action.  Consular Officers are required to consider consular databases prior to issuing a visa. DS agents investigating Department of State employees should be required to consider all information already available in official files prior to initiating a full-blown investigation. HR should promote this idea, and proactively make available to DS citizenship, marital status and similar public information in HR files. The SAP should identify cases where failure to consult existing files prior to initiating an investigation has led to waste and mismanagement, and refer them to OIG for follow up.  

Failure To Perform Basic Research: DS security clearance investigations are based almost exclusively on interviews with people who have varying degrees of knowledge of the subject, often resulting in allegations based on hearsay, incomplete knowledge or conjecture. In many cases, factual information available from public sources, such as the Internet, or from other offices of the Department of State, such as regional bureaus, would refute or disprove these allegations. DS agents routinely fail to perform such basic research, resulting in flawed investigations and “findings” which, once revealed, are easily disproved. Questions should be asked before an investigation begins, such as “is the allegation reasonable,” and “what facts already in DS files or in the public domain would tend to prove or disprove the allegation.” The problem is that these sources are consulted only after lengthy investigations, destruction of lives and careers, and waste of resources, rather than prior to such events.  The SAP should identify cases where failure to perform basic research has led to waste and mismanagement, and refer them to OIG for follow up.  

Failure To Vet Allegations Before Referring Then To Other Agencies:  Considerable time (in many cases, years) is added to investigations by referral to other agencies, such as the FBI and the CIA. Those agencies, in turn, expend resources to follow up on those referrals. In many cases, the allegations referred to other agencies are entirely without substance and could be disproved with only a few minutes or hours of basic research, either using Department of State files or public records. Referrals to other agencies should all be handled through one single senior point of contact, which should vet each referral request to determine whether it is supported by sufficient evidence to merit the additional time and resources implied by referral. Evidence should be reviewed and analyzed and HR should be consulted before a referral is made, and DS should be held accountable for waste of resources resulting from failure to perform basic research.  The SAP should identify cases where failure to vet allegations before referrals to outside agencies has led to waste and mismanagement, and refer them to OIG for follow up.  

DS management should be held accountable for funds wasted Department-wide and for other consequences of investigations initiated or expanded without probable cause. 

ABUSE OF E.O. 10450 AND OTHER M/MED - DS LIAISON  ISSUES

The lack of accountability and opacity of DS and M/MED processes has resulted in regular abuses of E.O. 10450 and other referrals between DS and M/MED. Similar abuses have occurred in joint M/MED and DS committees.  In response to DS requests, M/MED routinely makes security or suitability decisions, ostensibly based on medical findings, often without any medical examination or testing, and sometimes without any M/MED doctor or nurse ever even seeing (much less examining) the subject.  Nor is any attempt made to consult with an employee’s private physician, where one exists. These “findings” fraudulently add a medical dimension to suitability determinations. DS routinely provides MED with raw and unsubstantiated investigative “findings” which form the basis of “medical” decisions. In several cases DS has provided DS case files to private physicians (M/MED consultants) in an effort to influence “medical” findings. In some cases, demonstrably, MED has shown medical consultants and others "medical" information which has been kept from the employee, and withheld from Privacy Act or HIPAA responses. Conversely, referrals to DS are used as a way to force “medical” curtailment. In cases where medical curtailment must, by law or regulation, be voluntary, DS obliges M/MED by suspending employee security clearances, leaving employees no choice but to "voluntarily" curtail their postings. 

Referrals to M/MED are abused as a tool to expand investigations and seek additional derogatory information. In cases where DS information has been successfully rebutted by the subject, the sudden "discovery" of “additional” medical issues often forces a re-initiation of the investigation. 

M/MED and DS both maintain illegal filing systems outside of the NARA schedule systems, in which shared medical/security information is filed. M/MED violates HIPAA Act precepts by sharing medical information with DS. DS violates Privacy Act precepts and occasionally national security laws by sharing security information with M/MED and M/MED contract physicians.

HR should use its authority over MED to eliminate these practices.

